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Digital security? 
I don't know anything about that!
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Let's think about how to protect ourselves 
in digital media

Digital security and risk management



Digital security and risk analysis
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Communications must 
be protected

Decide which tools to use 
and how to configure 

them to improve security 
and privacy.
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Digital best practices
Build an improvement 
plan that includes best 

practices and usage 
commitments.  
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Introduction to Digital Security for 
Non-Governmental Organizations 

(NGOs) and Human Rights 
Defenders

Understand the digital environment, the 
actors involved, and the threats we face 

in it.



Configure privacy and security 
settings in the tools we use.

Balance the need to communicate 
with the security of your NGO.

Objectives
Session #2:  We must take care with communications
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We will analyze tools to determine 
our best option for internal and 
external communications.



Cell phones and the internet 
have made communication 

easier than ever, but they also 
facilitate surveillance.
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1. The information lifecycle
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To protect communication, it must be protected throughout its entire life cycle.

● When it is created, that is, we must protect the devices and applications with which we 
generate messages.

● When it is transmitted, i.e., we must protect the information as it travels between 
devices, between the sender and the receiver. 

● When it is stored, i.e., we must protect the information in the places where it is 
recorded, on our devices, but also on the servers of the providers who offer us the 
service we use to communicate. 

● Finally, we must also ensure that if we delete a message, it cannot be recovered.

The life cycle of information

Digital messages are created, transmitted, stored, and deleted.



Attacks by the person in 
the middle
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Every call, text message, email, text 
chat, audio or video chat, and social 
media message can be vulnerable to 
an attacker if they can intercept the 
communication. 

If the communication is compromised, 
it is possible to read, block, delete, or 
modify the messages. It is also 
possible to impersonate the sender or 
recipient.
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Activity 1
Some cases of surveillance of NGOs

.

What happened in this news story?

Do you use the airport 
Wi-Fi? You could be a 
victim of fraud.

The author of twin cyber attacks 
on airports’ wifi was arrested. 
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Activity 1
Some cases of surveillance of NGOs How our adversaries operate

Frequent attacks

● Phishing

● Exploitation of vulnerabilities 

● Doxxing

● Spyware

● Blackmail

● Online harassment

● Online threats

● Technology-facilitated 
gender-based violence

REMINDER

What type of attack do we recognize?
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Activity  1
Some cases of surveillance of NGOs

REMINDER

Do we recognize any vulnerabilities that 
facilitated the attack?

Some activities that put us at risk 

➔ Using weak passwords

➔ Not locking devices

➔ Not using 2FA

➔ Opening unknown 
attachments

➔ Not having a backup copy

➔ Not updating software

➔ Using public networks

➔ Using insecure 
communication apps

Vulnerabilities
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Can you think of any best practices that 
could have mitigated the attack?
  

➔ Use unique and strong passwords
➔ Protect devices with startup passwords
➔ Use 2FA on all accounts
➔ Be cautious with unknown attachments
➔ Back up data periodically
➔ Configure your privacy settings
➔ Keep software up to date
➔ Encrypt everything you can
➔ Use only trusted networks
➔ Use secure communication applications

Activities  that balance the scale

Good Practices

REMINDER

Activity 1
Some cases of surveillance of NGOs



2. Protect communications
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Protecting communications

The best way we have to protect information when it is in transit or stored on any device is 
through encryption. 

Encryption is a process that takes information and makes it unreadable except to the person who 
knows how to reverse the process. In digital technology, it involves a method (which defines the 
specific process to be performed) and a key or secret (known to the person sending or receiving 
the communication, or who stores it) that allows it to be decrypted.

To communicate securely, we must choose applications that integrate end-to-end 
encryption.
To protect the information we are going to store, we should use encrypted devices or 
encrypt the information.

Encryption, encryption, ENCRYPTION!!!!!
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No encryption
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Transport layer encryption
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End-to-end encryption
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Activity 2
Let's identify types of communication

Unencrypted Transport layer End-to-end



3. Improving our 
communications
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➔ Account

◆ Passwords

◆ Email address

◆ Two-step verification

◆ Add an account

➔ Privacy

◆ Groups

◆ App blocking

◆ Advanced

➔ Chats

◆ Backup

◆ Chat history

WhatsApp

The key is in the settings
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Passkeys
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Email 
address
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Two-step 
verification
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Add an 
account

Only android

Security notifications

Email address

Access keys

Two-step verification

Change your telephone number

Request account information

Add an account

Delete my account

Account
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GroupsGroups
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Application 
lock

App lock
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AdvancedAdvanced
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Backup
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Glossary
VPN, or Virtual Private Network, is a technology that creates a secure, encrypted connection 
over the internet, allowing users to browse privately and access geo-restricted content. 
Essentially, a VPN acts as a secure tunnel that encrypts your data and hides your IP address, 
protecting your privacy and security online.

https://en.wikipedia.org/wiki/Virtual_private_network


Thank you!

30

Session facilitators: Catalina Valenzuela, Paula Quiñones, and 
Camilo Forero

Module creator: Carolina Botero

www.innovusconsulting.co


